
RUBIDIUM SIEM SYSTEM

www.cyber-seal.net

CYBERSEAL’S NEXT GENERATION SIEM APPLIANCE 
UNMATCHED PROTECTION IN A MULTI-PERIMETER WORLD

Real time management of security related events.

Monitoring of cyber-security threats in all network layers.

Easily Integrated with PSIM systems.
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GENERAL 

BENEFITS 

Nine out of ten sensitive networks are compromised by 
sophisticated and unfamiliar cyber threats. Even 
networks protected by advanced cyber security tools 
are susceptible. Many of these cyber threats focus on 
confidential and classified information from heavily 
protected government and military networks, ultimately 
undermining national security. These attacks target 
deliberately selected high-profile targets, including 

mission critical control systems, national infrastructures; 
critical sites security systems, safe-city networks and 
SCADA control networks.

CyberSeal’s Rubidium is a unique SIEM system for the 
non-IT and non-technical users. It offers a top-notch 
architecture and artificial intelligence algorithms to 
provide clear, simple and intuitive access to Cyber 
Security threats and alarms in critical sites. 

Cost Effective and Ready Protection: Enjoy extensive 
cyber security coverage from the Cyber Security 
Operations Center (CSOC) in a matter of minutes. The 
seamless process of monitoring the organization via the 
web-based interface instantly provides reputation-based 
threat intelligence, risk prioritization and centralized 
security management. The system is easily scalable, fully 
redundant and backed up by a remote data recovery 
site.

Leveraged, Non-Intrusive, Network-Based Security: 
Seamlessly integrate the appliance with existing network 
elements such as managed switches, firewalls, anti-virus 
applications, firewalls, Wi-Fi hotspots and other security 
mechanisms.  Log data and alerts are then piped to the 
appliance and the user interface displays the actual 
layout of the installation.

Lowered Rate of False Positives: Minimize false 
positives, optimize time utilization and allow security 
analysts to focus on genuine threats. The majority of 
events and notifications dealt with by CERT/CSOC 
operators are usually false alarms that are mistakenly 
flagged as malicious activity. In addition the system 
provides actionable alerts to prevent or respond 
immediately to significant cyber threats as they are 
detected.

Reduced Acquisition Costs: Reduce security 
management acquisition costs and improve efficiency 
with centralized command and control,boostedby fully 
automated end-to-end operations.

FEATURES
Proactive Approach: The SIEM appliance integrates 
with vulnerability scanning tools and a program of 
routine scans to provide an effective, proactive means of 
detecting threats.

Event Correlation: Complex Event Processing (CEP) 
technology performs a sophisticated correlation analysis 
of intrusion evidence to reduce false positives, ensure 
completeness of detection and provide a bird’s eye view 
of incidents. Distributed architecture permits smooth 
processing and monitoring of numerous daily log entries.

Real time Alerts: IT and security teams turn to SIEM to 
help them identify potential attacks or policy violations 
while they occur and to warn of anomalous network 

activity. This permits a faster response, allowing security 
teams to nip the threat in the bud. It also reduces 
damage from an attack and recovery time after an 
attack. 

Visibility: A single security dashboard presents What, 
Who and When, displaying attack type, attack targets 
and attack time.

Enhanced Administrative Capabilities: For a more 
secure environment and convenient operation, the 
appliance enables the administrator to control access 
rights to the application and its sites, to control 
passwords and to monitor activity.
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SIMPLE APPROACH

CyberSeal’s SIEM offers an intuitive web based user 
interface which offers a simple to use operation while 
keeping the users on top of complex cyber security 
situations. The cyber threats and events are presented 
in three different views:

• SNAPSHOT of the current cyber security status of the network

• PHYSICAL presentation of the network on a geographical map 

• NETWORK drawing of all elements and their connections

CyberSeal’s SIEM provides an easy access to the 
Cyber Security information in the network by dividing 
the network to several default security domains which 
represents the physical, wifi and cellular networks, 
network security and servers and workstations. The 
administrator may edit the default domains and add 
new as needed.

SOLUTION ARCHITECTURE 
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Power

AC Input   

Power Consumption 

Power Supply

Environmental

Operating temperature

Storage temperature

Relative Humidity

Dimensions

Weight

Supported Protocols

User Interface

Security 

Access

Technology

Supported Browsers

Supported Client

Optional Configurations

Site Rubidium

Extended Rubidium

Level 1 Server Configuration

CPU

Memory 

Disk

Network 

Video

Input Devices

Level 2 Server Configuration

CPU

Memory 

Disk

Network 

Video

Input Devices

100-240V/50-60Hz

750W

Single or Redundant (Optional)

10oC to 35oC

10 to 80%

19” width /1U height /702mm depth

14Kg

SNMP v1/v2c/v3, Telnet, SSH/SSHv2, TR069, HTTP/HTTPS, TCP RAW Socket, UDP stream, 

REST JSON, Web Services, CORBA, RMI, FTP/SFTP/SCP

User authentication, Flexible profiles, Audit trail

HTTPs, up to 10 concurrent user sessions

Install free, web UI thin client 

Microsoft Internet Explorer, Mozilla Firefox, Google Chrome , Apple Safari

PCs, Macs, iOS and Android Tablets, Pablets and Smart phones.

Level 1 server configuration, limited to 1,000 network elements.

Level 2 server configuration, unlimited number of network elements.

Single Intel Xeon® E5-2603 1.80GHz 

Signal 8GB RDIMM 1600MHz

500GB, 7200 RPM, SATA 3Gbps

4 x 10/100/1000Mbps auto-negotiate ports

1280x1024 pixels, 32bits color, VGA port

Mouse, Keyboard

Dual Intel Xeon® E5-2620 2.00GHz 

Dual 16GB RDIMM 1600MHz

500GB, 7200 RPM, SATA 3Gbps

4 x 10/100/1000Mbps auto-negotiate ports

1280x1024 pixels, 32bits color, VGA port

Mouse, Keyboard

FEATURE DESCRIPTION

Items marked as * are future features.
All specifications in this document are subject to change without notice.

TECHNICAL SPECIFICATIONS & FEATURES

CyberSeal
13800 Coppermine Road, 2nd floor
 Herndon, VA 20171, USA

info@cyber-seal.net
www.cyber-seal.net

Distributed by:

Version: 1.10
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